The Grove Primary School

Campkin Road, Cambridge. CB4 2NB
Tel: 01223 577017 Fax: 01223 577018
Email office@grove.cambs.sch.uk  Web www.thegroveschool.net

Headteacher Ms Karen Martin

14™ February 2020

Dear Parents / Carers,

We have been made aware that many children have open TikTok accounts. This means that anyone can
see the videos they are uploading. Some children are wearing school uniform in their videos and some are
referencing their friends by name clearly putting them at huge risk.

TikTok has a 12+ rating and parents need to ensure that their children are the appropriate age to use
TikTok. More advice can be found here: https://parentzone.org.uk/article/tiktok-everything-you-need-

know-about-video-production-app | have also included some information on the back of this letter.

The link above will give you more information on PRIVACY settings and the best way to help children STAY
SAFE.

We advise that children under 13 do not use this App.

Year 5/6 have been lots of sessions on e-safety which includes talking about the possible dangers the
children are putting themselves in with open accounts. Please ensure that you know what your child is
doing on the internet, what they have downloaded and the privacy settings they have.

Please come and speak to a member of staff if you require any further information.

Kind regards,

Mg TRA

Ms Karen Martin Mr Dan Cumberland

Headteacher E Safety Leader
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What parens need Lo know about,

TikTok

BEING INFLUENCED
More than one thied of children aged 6-17 consider ‘social
mvedia stars’ ta be among their top role models. There are
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INAPPROPRIATE SONG LYRICS
KTak lets users lip-vymc to their favaurite songs s produce
thalr own music videos. Sama of the music choioes contain
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National
Online
Safety

TALK ABOUT THE PITFALLS OF
OVERSHARING

Encourage your kids to always think before they do, say, like
or post anything enfine, explaining that their ‘digital
footprint’ can shape their online reputation and the way
that other people see them, Something they may find funay
and entertaining now may impact them in the future, Talk
about how to deal with peer pressure and how doing
something they think will impress others could affect them

HANDLING CRITICISM

While it's fantastic to see your child being creative and
expressive and bonding with people with similar interests,
they need 10 be aware that not everyone will be supportive
online. Comments can be negative or even cruel, Make sure

they know how to comment respectiully and handle
negative feedback. In the app's Privacy and Safety settings,
your child can decide who can react to their videos, who can
commant, and who can send them private chat messages,
We 1uggest using these 1ettings so only their friends can
interact with their posts.
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CONCERNING CONTENT

Some of the outfits snd dance moves i videos can be overtly

DANGEROUS TRENDS &
CHALLENGES

On TikTok, thare ane always ‘rendiag challenges' and
hashtags that usen can copy or bulld upon, end sometimes,
thesechallonges can pose risks to young peopla,

STRANGERS CAN FOLLOW
YOUR CHILDREN

M yowr child's profile is open, strangess can use the agp tn
Comiment on youlr Child’s videos. While this isn't abwsys
sinister, it glves potential predators the ability to 4
your chidd through the platform, ?

lop Tips
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SIGNING UP WITH THE
CORRECT AGE

When signing up to TikTok, you are prompted to input your
birth date. M your child inputs their age as ‘'under 13 the app
will not allow them to siga up and will be locked for 24 hours.

The app s intended for users aged 13+, so explain that the

rating is there for a reason; 1o heep them protected from

online dangers. It is actually possible 10 watch TikTok videos
without even creating an account, 5o it's important to check if
your underage child has downlcaded the apg 1o their devices,

USE THE ‘DIGITAL
WELLBEING’ SETTING

M you're concerned about the amount of time your child is
spending on TikTok, in the app's setting. you can switch
on & feature called Digital Welilbeing. This includes ‘Screen
Management to limit the amount of time your child spends
on the app

SET THE ACCOUNT TO PRIVATE

This means that only peopie who you and your child approve
of can see their creations. To make an account private, tap the
three dots at the top right of the screen to access settings,
Click Privacy and Safety’ Scroll down until you find ‘Privete
Account’ and turn this setting on.

www.nationalonlinesafety.com

IN-APP PURCHASES

Of course, a5 with many apps; thecs's a paid shemant to

TikYok. Users can buy virtual coins to be exchanged for
virtusl gifts - for example, if they like a specific videa, your
child can use colns ta purchase amajis 10 show approval.
These can be expensive nnd aasily purchased - there b the
optica 1o bay 10,000 coins for £97.99 with a one-click buy

butioe.

ANYONE CAN SEE YOUR
CHILD’S CREATIONS
TikTok encoarnges urers toshare their pasion and creative
expression through thelr videos' and while something may
seem fun at the time, videos can getin the wrong hands and
cauve ambammansmant in the futues. If posted pablicly,
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REPORT INAPPROPRIATE CONTENT

| | if you or your child see something on TikTok that appears to be

inapprapriste, they can report content in different ways within
the app. They can repart an account, video, comment or chat
conversation by simply tapping 'Report’ In the app’s Digital
Wellbeing’ feature, there is also an 'Enhanced Restricted Mode|
which Bmits the appearance of videos that may mot be
appropriate for all audiences.

AVOID IDENTIFIABLE OBJECTS,

To ensure that there's no way of anyone tracking your child's
location or identity, make it dear to them that they should
never film a videa in their school uniform or nesr & landmark
that gives away where they live.

DISCUSS IN-APP PURCHASES
To lower the risk of your child making accidental inapp
purchases, teach them exactly what in-app purchases are and
the risks of making them without permission. Tell them that
they are not essential to enjoy the app and that if they want to
make a purchase, they should always atk you beforehand, in
the app's Digital Wellbeing feature, there Is the option to
disable the function of purchating coins and sending gifts.
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